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Social Media has driven highest sales days, told the 

world about a plane landing on the Hudson River, 

provided instant solutions to critical problems, won 

political campaigns, disseminated useful information, 

backfired well planned Social Media PR campaigns, 

created emotional abuse of individuals, perpetrated 

fraud, been a forum for malicious attack on 

organisations and stirring up political radicalism…. 

the list is endless.  

 

The younger generation are growing up a very 

different concept and understanding of privacy, 

personal space or confidentiality; these are foreign 

concepts to them.  It is the responsibility of Boards to 

understand this fact embed this understanding into 

their interaction with all and particularly relevant 

stakeholders. 

 

 “If neglected or misused, Social Media can harm 

severely the organisation at a reputational, legal, 

employment and information security level. On the 

contrary, when its use is strategic and secured Social 

Media provides a valuable tool that enhances the 

traditional functions of the organisation. Risk 

Management is the only way to ensure that Social 

Media will be beneficial and not damaging to your 

organisational objectives.”  Crowe Horwath Global Risk 

Consulting 

 

 

 

 

 

 

 

 

 

 

 

Two panel debates held by Genius Methods in 2013 

clearly identified there is a fear and ignorance of the 

developments in the space of Social Media and the 

real direct impact this can have on an organisation, 

the Executive, the Board and the Chairman.  We have 

all witnessed on TV the difficulty CEO’s have had 

when faced by the media –  

Tony Hayward on 30 May 2010, he told a reporter 

"we're sorry for the massive disruption it's caused to 

their lives. There's no one who wants this thing over 

more than I do, I'd like my life back”.  In context 

probably fairly innocent but when grabbed by the 

media – lethal. 

 

 

 

 

 

 

George Erstwistle’s sudden resignation and his total 

discomfort facing of the media following the Jimmy 

Saville’s case.  The follow up comment by Lord 

Christopher Patten, former BBC Chairman, states the  
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corporate risks clearly - “that his resignation would 

satisfy the bloodlust of the media and the House of 

Commons”. 

 

 

 

 

 

 

Boards have to come to terms with the risks and 

opportunities of Social Media and understand how it 

works, how it can go wrong and be in a position to be 

able to challenge and provide constructive thoughts 

to support management, communications teams and 

HR in coping with this new and real world where 

everything belongs to everybody, NOW. 

Everyone knows that there are enormous risks from 

Social Media. What is sometimes less obvious to 

those who run companies, is that it can also present 

enormous opportunities. And yet, somewhat 

strangely, Social Media rarely has a look in at the 

boardroom table.  

Social Media is a number of dynamic virtual 

platforms where ideas and opinions can be shared.   

The increased global use of interactive 

communication platforms means business needs to 

take cognisance of the passive and reactive risks but 

equally the response risks to positive engagement in 

this medium of communication.    

If social media platforms are used correctly and in 

line with company strategy, serious competitive 

advantage can be gained.  The clue is to understand 

that the response to your output is an almost infinite 

risk of negative hijacking and a reasonable 

opportunity of good positive responses – for example 

McDonald’s need to abort a PR campaign  versus 

Virgin gaining the best sales day. 

 

 

 

Some startling statistics  

BIS Research 

- 51% of companies in the UK do not analyse 

the risk of Social Media 

- 45% of the above, have no intention to do so 

in the next year 

- Of the 49% that do some form of risk 

assessment of Social Media, 84% do not 

consider their risk programmes to be 

effective. 

Therefore, less than 8% (on a self assessment 

basis (rose tinted glasses!)) consider their social 

media risk processes to be effective. 

 

Business  

- In 2012, 87% of the Fortune Global 100 

companies used at least one Social Media 

platform to communicate with shareholders 

online.  

- These companies were mentioned over 10 

million times in one month.  

This alone shows how the opinions of individuals 

and stakeholders alike are becoming increasingly 

easy to share, which can influence brand 

perception positively or negatively.  

 

Personal 

- Consumer Reports – 50% of Social Media 

users post personal information that exposes 

them to risk is being attacked or harmed 

- Recent study of Twitter users – 

o 62% tweet about their work 

o 10% of these tweet more than 10 times a 

day 

- uSamp research (2011) listed 60% of work 

interruptions being caused by Social Media 
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In this paper we look at some of the 

risks and opportunities associated with 

Social Media 

Board Cognisance  

The Scene 

 Social Media is a reality which is caused by 

people providing information using a 

technological platform. 

 Social Media is therefore a problem that 

impacts HR, IT, Audit, Risk, Compliance, 

Governance and management. 

 Risks are most likely to include reputation, 

regulation, legal, data, personal, security, 

technology and can quickly develop to a crisis 

status at high speed. 

 Boards need to learn that listening to the 

information is critical for an organisation and 

to achieve a quality analysis of this activity.   

 Social Media provides free, direct, unfiltered 

and valuable information. 

The Responsibility of the Board 

 The Board needs to challenge the channels 

used by the organisation, the messages 

disseminated, by whom, for what purpose 

and expected outcome.   

 The Board needs to challenge the quality of 

the listening to the viral, unsolicited 

information noise and the responses It 

receives to the different streams of 

information.   

 

 

 

 

 

 

 

 

 

 

 The Board needs to challenge the risk of 

internal incorrect use of Social Media, for 

example inappropriate personal tweeting 

about company information, personal 

interaction while at work, proactively as a 

business doing getting Social Media wrong 

 The Board needs to review the stated policies, 

training programmes and monitoring 

processes. 

 The Board needs to challenge the grasp and 

context of those involved in this ever 

changing minefield that cannot be grasped 

before it morphs to another stage. 

Due to human nature – 

 The information that you do not want in the 

public space is the most likely to spread faster  

 Bad news can turn into a crisis in seconds 

 There are no minutes to be complacent.   

Considerations – 

 Banning Social Media platforms will not 

remove risks; such action is more likely to  

increase the disturbance of the individual’s 

job focus and push the problem down to a 

more difficult level to control.   

 Making Social Media platforms “open” in the 

vain of new expectations of total immediacy 

and transparency means they become the 

norm which will mean better controls and 

more likely to result on a more balance 

behavioural attitude. 

 Constructive use of Social Media platforms 

can be used equally for positive and 

constructive messaging and for taking 

advantage of opportunities.  

Questions to the Board – 

 Do you have a corporate Social Media 

strategy? 

 Do you know what the Social Media strategy 

covers? 

 Is the Social Media strategy effective? 

 Are you able to hold the management 

accountable to the Social Media Policy? 
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 Do you have a mechanism to ensure staff and 

other stakeholders are not creating corporate 

risks? 

 Are you, management and relevant 

departments able to respond to any threats 

emanating from Social Media? 

 How good are the early warning signals? 

 Do you have a risk response plan, well 

rehearsed and ready to roll out? 

 Have relevant people, Board, management 

and relevant “head” had media (response) 

training? 

 Where is Social Media on the Risk Register? 

 Where is Social Media on the Board and 

relevant Committee agendas 

 Does management disseminate the “tone” 

towards Social Media into the organisation? 

 

Risks Associated with Social Media 

 Leaking of Private Information - the use of 

Social Media increases the risk that private, 

confidential information will be leaked. Once 

leaked, the information is out there, like 

Pandora’s Box, it is impossible to get it back 

within the boundaries of the organisations.   

The data leaked on Social Media cannot be 

easily audited easily, and neither can the 

tone, the medium or the viral response.  

Failing to control negative publicity caused via 

Social Media can be dangerous, due to the 

potential for it to be spread instantaneously 

and that it will be “believed”. 

 

 Hacking - at present company passwords to 

secure information are often simplistic and 

therefore easy to guess.  

An example is Burger King (2012), whose 

Twitter account was hacked and tweets were 

sent to followers, ranging from funny to 

offensive.  

It only took Burger King an hour to regain 

control which in today’s terms is too long, as 

significant damage had already been done. 

 

 Candidate Screening - employers are 

increasingly checking Social Media sites 

before interviewing or hiring employees.  

This can yield information that the candidate 

did not volunteer, either because it was 

personal or they were unaware of the 

information existing in the public domain. 

There is a risk that this information is false, 

created inappropriately by the candidate or 

maliciously by third parties.   

An example includes inflated grades or jobs 

which a candidate falsified in his application. 

 

 Dismissals - a number of dismissals of 

employees have been based on outcomes 

from Social Media, for example an employee 

lying about being ill but pictures from a party 

going up on media sites.  

ACAS guidance states that Social Media 

misconduct should be dealt with in the same 

way as ‘normal’ misconduct.  

The absence of clear and simple Social Media 

policies can escalate unwanted outcomes of 

the misconduct and dismissal process for both 

the employee and the organisation. 

 

 Productivity - Social Media interrupts 

workflow and distracts one or more 

employees at a time.  Social Media has 

blurred the line between professional and 

social interaction, and potentially undermines 

the traditional managerial hierarchy.  

Cross use of personal smartphones and 

tablets with work provided devices make 

mixing the messages and inappropriate use 

too seamless. 

Blocking the use of Social Media on work 

devices does not solve the issue, either they 
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need to access this information or use their 

personal devices. 

Many staff work remotely either due to 

business travel or working from home but yet 

are expected to be in contact and to work to 

the same deliverable standards as though at 

their desks.  Therefore the “smart” devices 

come into their own for productivity 

 

 Viruses and Cyber Attacks - the increased use 

of Social Media and “smart” devices by the 

company and their staff, professionally or 

personal, increases the vulnerability of 

organisations to viruses and cyber-attacks. 

 

 Bandwidth - the use of Social Media can 

reduce bandwidth by 77%, which increases 

costs and reduces productivity for all. 

 

 Technical Faults and Continuity - the 

increased use of Social Media to 

communicate between suppliers and vendors 

and customers means that technical faults 

become a greater risk, real and reputational, 

if it means business as usual is impacted. 

The media love a technical failure story, which 

therefore becomes a Social Media issue and 

quickly exacerbates the business problem 

developing into a reputational crisis very 

quickly – usually within the same day and 

often within the hour. 

 

 

 

 

 

 

 

 Reputation - Social Media can undermine a 

brand and public image. One disgruntled 

stakeholder, by posting a negative comment 

creates a waterfall reaction of negative follow 

on.   

There is no cognisance of validity or relativity 

and the issue is that the Social Media 

platform offers an anonymous platform to air 

grievances. 

 

 Crisis Management -the viral nature of the 

Social Media platforms and hunger of people 

to “know now” means that negative 

information travels in seconds. 

Pressure groups can form fast, ground swell 

behavioural reactions coalesce and emotions 

can run out of control and in most cases, 

reality is lost. 

If an organisation does not respond 

fast, appropriately for the audience 

and in the same medium, the negative 

consequences can cost a business its 

existence.    

Practical Mitigation of Social Media Risks 

Social Media risk management is not rocket science 

and is likely to be well understood by a risk manager.  

A number of well-defined mitigations and actions can 

help to reduce the likelihood of these risks and 

reduce the impact should they occur.   

Genius Methods’ view is that the Board should have 

an annual working session to be updated and debate, 

challenge and reformulate thoughts in this area.  This 

workshop need not be long but should be in addition 

to the regular agenda item where the Board should 

consider Social Media and the impact on the 

business’ reputation and sustainability through such 

a crisis. 

confirms Sharon Constancon, CEO of Genius Methods 

that no Board she has worked with addresses at 

Board level, Social Media risk as a specific risk to the 

business. 

 Risk Appetite Statement  - review and update 

to ensure it appropriately addresses risks that 

are likely to be created in the Social Media 

space 

 

 Risk Register – determine the risks, likelihood, 

impact, reputational and financial outcomes 

and ensure these risks are realistically 

reflected on the risk register 
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 Create a Social Media Policy- set guidelines 

about what is acceptable and what it not, 

some thoughts of what should be included: 

o Define appropriate use of Social Media 

at work, for work and personal 

o Explain clearly the meaning of 

confidential and what this might 

include 

o Describe what can and cannot be 

posted about the company 

o Define the appropriate use of personal 

and business devices 

o Clarify the implications of misconduct 

It is important that this is written in 

combination with input from the younger 

generation who use these platforms as a 

means of communication otherwise the Policy 

will be meaningless words. 

 

 Engage management and all stakeholders - 

Social Media is not just an IT problem or a 

marketing problem. Social Media is about 

people who populate every department 

within the business and are the external 

stakeholders. 

Social Media is also impacts different age 

groups in different ways. 

Chairman, Board and particularly 

management need to set the tone and the 

example in the Social Media space. 

Shared input from all levels and verticals of a 

business to develop acceptable behaviours 

and outcomes will underpin the right 

responses as it will be implemented and 

adhered to effectively. 

 

 Training – knowledge of the reputational 

outcome and the direct impact it will have on 

their job security will create and 

understanding and a natural desire to prevent 

such a risk happening. 

Shared ideas, examples, suggestions in open 

forums will highlight problems and address 

mitigation plans.  When offered by those 

likely to consider these actions they will be 

real.  The feeling of being engaged in the 

program will deliver further input and 

commitment and self control. 

Training is required on implementation, 

monitoring and enforcement of Policy and 

more detailed guidelines which address 

specific areas issues including security and 

compliance. 

 

 Maintaining Customer Satisfaction - Social 

Media has replaced, in many cases, more 

traditional forms of customer complaint 

procedures. No more quietly handling of an 

irate customer, or worse still ignoring them.   

 

 

 

 

 

 

 

 

 

 

Complaints become highly visible, and often 

therefore addressed quickly and succinctly (by 

professional businesses).  It is believed that 

there is a better follow through and 

continuous learning that follows this open 

forum used for complaints. 

 

 Monitoring the Content of Social Media - the 

organisation must understand how to access 

platforms, sites, data and the messages.   

This “noise” needs to be converted to 

information so that the risks are monitored 

and mitigated, responses and corrective 

action is taken and ongoing behaviour is 

tailored. 

 

 Control access to information - sensitive data 

exists everywhere.  Be aware of who is 

involved in conversations and information 

flows.  Be sure to reiterate confidentiality and 

explain that this means – “do not repeat” to 

anyone in any way …..  A balance needs to be 

struck between stifling the ability of the 
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business to perform and people telling the 

world.   

These basic confidentiality errors are not 

solely perpetrated by the youth, executives, 

directors and politicians have the fair share of 

inappropriate “mistakes”. 

 

 Improve security – a balance is needed 

between being totally restrictive 

technologically and stifling the business 

versus allowing free access with no controls.   

A simple example is to beef up the password 

systems used to reduce the hacking risk.    

Opportunities generated by Social Media 

Thus far we have discussed the risks.  There are two 

distinct sides to this coin, the second being the 

opportunities offered to reach large audiences at 

reduced costs.  This is in itself a double edged sword 

as the flow back can be virally exponential and may 

not always be positive.  Careful planning and a very 

good “feel” for the market is necessary to ensure 

campaigns work. 

Some opportunities business should consider: 

 Communication with a mass audience and 

global market – there is a massive number of 

listeners out there.  Not all may be who you 

want to reach so targeting the platform, the 

message, the audience, the style is critical to 

reach the right people and not negatively 

engage the wrong people. 

Focus will reduce risk and wasted effort.   

This route to market can be very cost 

effective, it uses a fair amount of internal 

time to get right but then marketing activities 

equally draw on resources but in a different 

way. 

 Continuous improvement and innovation – 

the immediacy of feedback, information and 

responses provided by Social Media platforms 

allows business to grasp and understand 

responses and quickly tailor changes to meet 

expectations. 

The Social Media platforms provide a forum 

for stakeholders to engage and define their 

expectations and provide valuable insight. 

The value is in the business grasping this 

space and effectively promoting this two way 

dialogue. 

 

 Digital Word of Mouth - humans are naturally 

apathetic and will more likely engage in these 

platforms because they are annoyed rather 

than neutral to happy.  Companies do try and 

prompt stakeholders to engage and therefore 

reach those that might not normally post 

feedback.   

It is becoming normal for consumers to check 

out information on products, services, people, 

places etc before making a commitment 

which means that positive comments provide 

a comfort and that perceived trust works as 

effectively as “word of mouth”. 

 

 Enhanced relationship with consumers - the 

use of Social Media can improve relationships 

with customers, making the engagement 

more personal, immediate and less formal. 

The engagement through communication or 

mining of information enables the business to 

understand their customers better and 

thereby respond by offering the right 

products or tailoring needs to smaller more 

niche markets. 

 

 Crisis Management – in a time of crisis, the 

Social Media platforms can be a cost effective 

manner of reaching a large audience very 

quickly to advise of a problem and to keep the 

situation updated in real time.   

The Social Media platforms that can create 

the crisis can be used to douse the fire, 

information feedback of facts into the noise 
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will, if handled correctly, calm the spread of 

misinformation 

 

 

 

 

 

 

 

 

 

 

 Increased efficiency - the use of Social Media 

can increase the speed and reach providing 

greater effectiveness for the resources 

engaged.   

It also provides an immediate forum to get 

your own message, unfiltered and quickly to 

market. 

 

Capitalise on the Opportunities 

 Listening – “we have two ears and one 

mouth” – so in line with this saying we should 

listen more than we disseminate.  Customers 

have valuable information, we need to hear it, 

we may not like it but it is still valuable.   

We have opportunities to engage our 

stakeholders at little cost of time or effort on 

either part.  If they feel valued and are 

engaged the information will be rich.   

Here the “tone from the top” and an engaged 

Chairman and Board can support a listening 

strategy 

 

 Analyse feedback - the collection of free data 

and converting this into management 

information of value is important but may not 

necessarily be easy.  Tools to reach this 

information are improving fast.   

Listen to the meaning not only the words, see 

what spreads and what stops, what engages 

positive and negative feedback, what do 

people like to talk about – these are the softer 

management information clues that also need 

to be understood.   

Use of this information can promote market 

awareness, market share, stakeholder 

perception and brand loyalty. 

 

 Grasp ownership of Social Media – from 

Board to operations, from risk and 

compliance to PR, from staff to customers, 

engage in an appropriate use within your 

strategy, risk appetite and operational 

policies. 

Work out how it will work best for your 

business, products, people and stakeholders.  

Engage all ages to help understand the user’s 

needs, understand how your competitors 

behave in this space, learn, improve and leap 

frog to better technology and outcomes 

Use the platforms, have fun building your 

business in a more modern way. 

 

 Continuous improvement – learn internally, 

engage the Board, respond and grow within 

the strategy and risk appetite which both 

need to be regularly reviewed and updated. 

Social Media is a channel that will change the 

face of information flow and business 

engagement and each business will be part of 

this evolution.   

Can you afford to avoid the inevitable? 

Regulated Industries 

A number of regulators, particularly the FCA – 

Financial Conduct Authority, are very aware of the 

conduct of regulated firms and the impact that their 

direct or implied conduct has on the decision making 

and behavioural patterns of customers.  The role of 

Social Media will influence this area of regulation –  

- Social Media provides the Regulator with 

information that they source over which you 

have little control.  There is a risk that this 

could be information that you would rather 

they did not have but have little way to 

restrict their access.  The FCA has been very 

clear that they use this medium and have 

powerful tools and technology at their 

disposal. 
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- The Regulator will use the web and Social 

Media channels to understand the way your 

messages are transmitted and how this may 

influence customer behaviour 

- The Regulator will have direct access to the 

content of your messages, responses, 

customer comments, complaints etc  The risk 

is this is unfiltered, un-audited, at risk of being 

exaggerated or inaccurate.  It is there 

nevertheless and ignoring it will not hold 

water – therefore an engagement in this 

space to manage the flows and content is 

partial mitigation as balanced information will 

be sourced. 

- Your Complaints Register has transferred to a 

totally public space and you cannot prevent it.  

This has made many companies more 

accountable and responsive and given the 

customer more clout.  Once again, two way 

traffic of information is critical to keep it 

realistic in total.   

 

How Genius Methods Can Help 

Genius Methods can ask the difficult questions.  We 

can surface the difficult discussions, we can help non-

believers understand the risks and we can facilitate 

discussions in the Board room, management 

meetings and stakeholder forums. 

Genius Methods values the importance of an 

effective Board, led by an engaged Chairman.  We 

can support the business to promote the 

effectiveness of the leadership teams and the Board.  

Effectiveness is about people and how they work 

together.  We run workshops, one on one sessions 

and reviews to help Boards and Executive teams 

understand what they look like and help them move 

in practical steps to where they would want to be on 

the effectiveness ladder. 

Genius Methods can bring to discussions Social 

Media and Risk Management specialists to help the 

Board grasp the unknown unknown.  Work out 

together what it means to the business and what to 

do about it, in what way and over what time frame. 

 

 

 

 

 

The increased interaction between internal and external stakeholders as a result of increased Social Media use 

means that the risk stakes are higher, and therefore the effective management of Social Media is more 

important today than ever before and will continue to escalate exponentially.  

On the one hand Social Media is an uncertain risk, but equally the channel offers real potential gains if the 

correct strategy and operations management are implemented.  

However much Social Media is feared, we have to accept it is now part of business life and cannot be avoided 

even if we try.  We have to accept that the Board and Executive Management teams have only a limited role in 

the creation of the strategy, monitoring, messaging and tone as this group is not “typical” of users of these 

channel. 

Genius Methods experience correlates that of Oracle and other research which believes that business does not 

have a handle on who sends what, to whom, why, the tone, the success or the reach and even less have a 

handle on responses to Social Media which is creating risks.

 

 
 

Genius Methods’  

Conclusion 
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