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White Paper based on the 

20th March 2012 Roundtable Discussion: 

“The crucial role of the Board in managing risk” 
 

 

Firstly, Genius Methods would like to thank you for joining us on the 20th of March at the RAF Club in London to 

discuss ‘The crucial role of the Board in managing risk’.  

 

This paper presents the main discussion points and findings that arose from Richard Anderson, Chairman of the 

Institute of Risk Management’s presentation on ‘Risk Best Practice’ and from the table debates and plenary session 

that followed. 

 

The Problem of Risk Management 

 

The UK Corporate Governance Code states that “the Board is responsible for determining the nature 

and extent of the significant risks it is willing to take in achieving its strategic objectives.” 

 

Given that societies have become more complex, the environment more risky and change more unpredictable, 

risk management has become increasingly relevant in every enterprise. Boards are being required, by corporate 

governance standards as well as by various stakeholders, to explicate their risk strategies and be transparent in 

their implementation.  

 

However, Genius Methods’ experience working with Boards indicates that the understanding, at Board level, of 

risk – both operational and strategic, particularly risk culture, risk appetite and reputational risk, is relatively 

immature in a fair number of organisations.  This is a generalisation as there are organisations that have been 

addressing risk at Board level very competently for years or even decades.   The risk immaturity appears to be 

independent of size or whether they are public, private or not for profit.  Typically we notice that risk 

management has been maturing from a data-free, mostly verbal and un-documented process which is based on 

little rationale and limited common-sense towards a more mature risk culture.  This change is more prevalent in 

financial services than it is in other industries.  As stated by a US “academic”  ‘I don’t think we experienced a 

global financial crisis because risk wasn’t linked to strategy but rather because risk management was wholly 

inadequate or non-existent’.   Life is fortunately changing, and for some organisations, rapidly. 

 

The time has come to for all, rather than some, to put risk squarely on the Board agenda. 

 

In the real world, of those sharing our evening debate, the view was that risk management is not fully 

understood and owned by Boards.  The group felt that many Chairmen, of an age and era different to that 

demanded by a transparent and accountable global business world, are finding it difficult to take the lead on risk 

and cope with the new media instancy.  
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Addressing Risk at Board Level 

 

Risk needs to be owned and addressed at Board level as the Board is ultimately accountable.  The strategy and 

the tone must be ‘set from the top’ to ensure consistency in implementation and awareness. The Board role in 

relation to risk is to set risk appetite and tolerance;  measure and assess risk appetite; to identify impact on 

business performance; monitor breaches or tensions arising from risk appetite; and learn what works and what 

can be done better; and to get full assurance from either management or committee(s) (as applicable to the 

organisation) of the processes, mitigation and quality of information. 

 

The debate concurred that risk management can be identified in parts, for example - appetite, tolerance, 

strategy, evaluation, mitigation and assurance. Risk has a multitude of components which are worth individual 

attention; these include, for example, business, operational, strategic, project, health and safety, reputational 

and catastrophic risks.  

 

There are tools, such as ‘role-play’, which can prepare a Board for a crisis and increase Board risk management 

effectiveness.   In an organisation there needs to be the planning that considers the range from strategic risk 

managed primarily by the Board through to operational risks managed primarily by management.  The latter is 

typically better managed and reported than Board risk. 

 

Risk on the Agenda 

 

The Board needs to decide whether it will have a Risk Committee that is separate from the Audit Committee.  

 

The Walker Review, encompassed into the handbooks of the FSA, suggests that they should be separate.  

However, it may not be applicable for non-financial services organisations and will depend on industry, risk 

degree, country risks or size of the entity (just a few that will define the decision).  

 

Currently (end 2011) only 1 FTSE financial organisation has not split the Risk Committee from the Audit 

Committee and 36% of the non-financial FTSE entities had split the Risk Committee. 

 

Risk management requires forward thinking and the consideration of the unknown.  Audit is the validation of a 

fact that has occurred in the past.  These can be mutually exclusive and therefore often not viable to be handled 

in one committee.  If separated, there will need to be areas of overlap to ensure full coverage of the issues.  Risk 

evaluation should take into account wider stakeholder needs and perspectives.  

 

One useful way to start the conversation can be to ask ‘what does failure look like?”. This should be contrasted 

by asking ‘what does success look like?’.  This gap could be where ‘what are the ten “strategic” events or actions  

that could destroy our business?’ fall.   

 

When thinking about risk at Board level, this is considering risk beyond the risk register created and managed 

within the operations.  This is the thinking outside the box, considering the unknown unknowns.  The Board 

needs to formulate how they would react in the face of an event, who will be the face to the media, the staff 

and other stakeholders.  These individuals need to be well primed and trained to cope with the stress of the 

moment and not to innocently made career and business limiting statements.   

 

     We no longer operate in corporate castles  

    with the moat full and the drawbridges up …. 
 

  instead we are naked in glass houses 
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After an event a full review is required at Board level to determine what preventative measures need be 

implemented to embed further improvements in risk governance.  

 

What about the unknown risks? 

 

Another point of discussion was the question of – “what about the unknown risks?”   The board cannot possibly 

predict and counteract every single risk that is out there.  In addition, errors are made within an organisation 

even when governance is of a very high standard.  The question was posed - can every mistake be called bad risk 

management? Being realistic some risk is normal as otherwise the organisation have to close its doors in order 

to avoid every risk?  

 

It was suggested in the group discussion that although not every mistake is the result of a governance failure, 

many can be traced as such, for example, expansion that was too quick or lack of reporting channels or failures 

in monitoring policies. Increased focus on risk can help the Board to understand what risks are being taken (not 

avoiding every risk) and how they are being managed. This Board focus is likely to reduce unnecessary risk 

taking at all levels of the organisation. It is also about preparation. In the event of a crisis, lack of preparation 

will generate a reaction rather the implementation of a plan which can increase the risk of reputational damage. 

 

Once participant shared his experiences of the successful training of a Board to handle a risky situation through 

role play.  Experience indicates that 90% of risks that occur are not the ones foreseen but that role play of 

responses can be practiced which will support a successful response to most situations. 

 

Risk Appetite 

 

The success and failure of risk strategies hinges totally on the Chairman.  The lead of this individual, their 

experience, knowledge and openness to consider the blue skies process of risk consideration will define the risk 

culture of the Board and this will impact Risk determination and evaluation within the organisation.  It is 

critically important therefore for the Chairman to have the optimum Risk Appetite as an individual.  The 

Chairman defines the authority or lack thereof in the risk matrix and culture. 

 

Risk Appetite is a misunderstood term. It is associated with hunger and this is misleading.  Richard Anderson 

argues that it is about having ‘fight or flight’ systems in the organisation.  Combinations of factors or events can 

be explored and prepared for.  In designing responses, the aim is that they align with strategic intent, they are 

practical and ‘do-able’, and that all stakeholders are taken account of.  

 

Risk appetite is set within the parameters of vision, values and culture of the organisation and it supports the 

appropriate remuneration incentives. 

 

Risk appetite will differ depending on the abilities and experience of the Board directors, quality of internal 

policies and procedures, risk of staff apathy, industry and regulations that impact the organisation. 

 

Risk responsibility at Board level ensures that Executives are not isolated and that the Board takes the Risk 

responsibility as a team. 

 

“Business continuity management strategy, marketed within a sustainable business model.” 

What about the unknown risks? 
 

The board cannot possibly predict and  

counteract every single risk 
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Flow of Information & challenge 

 

There was also discussion about how information in regard to risk can be disseminated throughout the 

organisation. The Financial Reporting Council (FRC) suggests that identifying risk can in some cases be separate 

from managing risk. There are many possible strategies for having risk identification as something that all levels 

of the organisation are active in.  

 

To implement risk strategies, it is vital that the Board is able to reach everyone involved with the organisation. 

This may be through the careful creation of culture, remuneration strategies, Board visibility and walking the 

talk.  Risk must become a topic that is formally addressed and documented such that the Board knows what the 

organisation is setting out to achieve as well as avoid and is carefully monitoring how it is performing against 

defined KPI’s.  A Board cannot measure and manage what is not defined and taken on board – formalisation is 

also required to ensure all aspects are considered.  Board has the ownership and defines its requirements and 

the Board receives the assurances from the bottom up that the systems are operating effectively. 

 

A key responsibility of the Chairman and the Non-Executive Directors is to challenge the risk register defined by 

the management, to stretch the Board to define its appetite, to continuously improve its maturity, evaluation and 

assurance processes to ensure management is held to account.  There is a place for independent, external input 

to secure the require assurances for the Board. 

 

The Board needs to regularly review to see what risks are determined and how mitigated and consider what 

may be “missing”.  What does the failure look like in terms of impact, finance and reputational damage, then 

how can each of these outcomes be mitigated before or during a crisis.  The exercise of mapping backwards is 

seen by many Boards as being a valuable exercise – “Looking at the drainpipe from the bottom upwards” 

 

Organisations are complex, they have vertical and horizontal activities across and through which lies risk.  There 

is the risk of combined risks which need to be considered by the Board and be assured that all the combination 

factors have been considered and mitigated.  This takes a global entity wide view of the risks, their likelihood, 

impact and combined outcomes. 

 

Conclusions of the group 

 

A concern was raised that humans do not do comparative risk assessment.   A lesson to take back to your Board?   

 

Complacency and the view it will not happen to them means that too many Boards only understand the value of 

risk management at Board level when it is too late and a risk event has occurred and the outcome has not been 

as optimum as hoped. 

 

One participant suggested that you don’t know what risk management is when you haven’t got it.  

 

Boards need to think about what risk ‘looks like’.   Although it has so far been a rather elusive concept, dealt 

with in an ad-hoc manner, there are ways that it can be broken down, analysed and dealt with.  

 

“Looking at the drainpipe from the bottom upwards” 
 

Organisations are complex, they have vertical and horizontal 

activities across and through which lies risk. 
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Risk management must become a pro-active, documented and monitored process, questioning the successes 

and failures and ongoing learning from all sources.  The board does play a crucial role in managing risk, and with 

the right tools, the right discussions and the right processes, the Board can show real leadership and produce 

the right results on behalf of all its stakeholders.  

 

Risk management is unique to an organisation. 

 

In line with the FSA’s 3 lines of defence model – Control, oversight and independent assurance by the Board, the 

Board is ultimately responsible. 

 

Training was identified as a need that the Board should ensure had the required resources to support to ensure 

the risk understanding (culture) permeates the whole organisation.  Errors occur at an operational level and this 

is where the Board needs to be assured that risks, as defined by the Board, are within the parameters and being 

managed. 

 

Board should – 

- Walk the talk 

- Encourage the Learning Organisation 

- Consider risk management as a journey and not a destination ...... 

 

 

 

 

Risk management is unique to an organisation 
 

3 lines of defence – Control, oversight & independent assurance  
 

The Board is ultimately responsible 


